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Online collaboration space that allows =
you to work on spreadsheets, textual

Zl documents, kanban, forms and slides.
Offers an encrypted online archive space
(up to 1 GB)
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Parallel operating system
nature laptop

anonymous and amnesiac.
Offers a selection of
tools for

work with information
sensitive and communication
safe.
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E-mail with end-to-end cryptography

Allows for the creation of
collaborative online documents
and the possibility of protecting
these documents through passwords

Terr

Can encrypt the network traffic three
times and redirect i1t through random
network Tor servers to hide its origin

Tool that encrypts discs
and folders on computers
and pendrives.

Tool that securely manages

different passwords with a e\ 2

unique master password Makes the site of connection
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There 1s no infallible tool, there is no tool that guarantees 100% anonymity on the Internet.
However, different tools provide different levels of protection. Tools change just like risks;
It’s important to always keep ourselves updated and informed. Regularly updating operative
systems and software i1s advised and so Is updating our own means of assessment and strategies.

NAVIGATION

1- VPN: https://riseup.net/en/vpn

It makes the site of connection anonymous and can encrypt network traffic. It
circumvents censoring and prevents tracing that’s used for surveillance or
advertising. How? An encrypted connection is like a tunnel, channelling your data

through 1ts secure servers into the public internet space.

2- TOR: https://www.torproject.org/download

It can encrypt network traffic three times and redirect 1t through random Tor
network servers to hide the traffic’s origin and the destination. It blocks data
tracing and makes third party navigation content invisible. Tor can encrypt our
data traffic, make it anonymous, sifting i1t through three levels—servers managed
by different people and organisations across the whole world. Tor stops intruders
from seeing your internet connection and knowing what your online activities are.
Weak spots have emerged in some of Tor’s exit ways so adding another level of
protection by combining Tor use with a VPN 1s advised.

COLLABORATION

3- WORMHOLE: https://wormhole.app/

End-to-end cryptography and automatically expiring links file sending (files up to
10GB). The cloud stays online for 24 hours maximum, then autodestructs.

4- CRYPTPAD: https://cryptpad.fr/

Online collaboration space with end-to-end cryptography, allows you to work on
spreadsheets, textual documents, kanban, codes, forms, blackboards and slides
(up to 1GB maximum). Be careful! Forgotten passwords are impossible to retrieve.

5- PAD RISE UP: https://pad.riseup.net/

Allows for the creation of online collaborative documents on safe servers, the
possibility of protecting them with a password and programming their autodestruction.
An alternative for virtual chatting that doesn’t require other apps.



SAFEGUARDING INFORMATION

6- KeePass: https://keepassxc.org/

Tool to securely manage all passwords so that you don’t have to remember them but
can access them with a unique master password. Also generates safe passwords.

/- VERACRYPT: https://www.veracrypt.fr/

Can encrypt harddisks and folders that are at rest to avoid third party intrusion.

COMMUNICATION

8- PROTONDRIVE: https://proton.me/es/drive

Makes 1 GB of encrypted archiving space available in an online cloud.

9- PROTONMAIL: https://proton.me/es/mail

E-mail with end-to-end cryptography.

10- JITSI MEET: https://meet.jit.si/

Free software for video conferences, open source and end-to-server/transit
cryptography (cryptography from the device to the server, where it i1s deciphered and
newly encrypted before being sent to i1ts destination). Registration not required.

11- CORREOS ELECTRONICOS DESCARTABLES:

https://temp-mail.org and https://www.guerrillamail.com

Temporary email addresses that not require registration.

SEARCHING INFORMATION

12- DUCKDUCK GO: https://duckduckgo.com/

Research engine that does not register network traffic and does not redirect results
that are functional to the user’s profile to commercial destinations.

Looking after our virtual safety does not only depend on tools: the weak link is often
revealed inside the user’s practice, not the user’s devices. Even i1t we do use
sophisticated tools, 1t’s always possible for information to leak..
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/ AVOID TRACING

/ FREE SOFTWARE

/. MAXIMUM FREE SECURITY

It doesn’t leave any
traces on your computer

All you need to activate TAILS

Is a USB pendrive.

Amnesia

Everything desappears automatically
when you stop using TAILS.

:

https://tails._boum.org
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PREPARING EVERYTHING TO SURF
WITH PREDEFINED, SAFE CONFIGURATION
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To evoid errors:
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| A portable operating system that protects us
from surveillance and censorship.

Independent system that you can load onto a
pendrive and use from any computer.
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Persistent archive

You can save some Ffile titles
In a Persistent Volume

Equipment

Has applications with wich you can
work on sensitive documents
and communicate safely:

= Tor Browser with uBlock, a safe browser
with an integrated function for the
advertisement block.

— Thunderbird, for encoded emails.

- KeePassXC, to create and keep safe
passwords.

= LibreOffice, an app suite from Office.

-~ OnionShare, to share files through Tor.

- Apps to remove metadata.

— Applications are automatically blocked i1f they try to connect to the

internet without Tor.

— All the files In the persistent archive are automatically encoded.

— Tails does not inscribe anything onto the hard disk. The whole memory

disappears as soon you stop using it.
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vecommendaTlions

Controlling access to and sharing of passwords with Google
and other apps: asking ourselves who has access to my
passwords, position, photos, connections and contacts?

Cleaning virtual i1dentity: eliminate accounts and
applications that you don’t use, just as you do with
photos, messages and emails that you don’t need anymore.

Interrupt emission of signals (bluetooth, wifi, GPS) and
cover webcams when they are not being used. Keep your
phone distant to avoid 1t meddling with sensitive content.

Don’t trust unexpected links, even i1f you know the sender.
Always check before opening them.

When 1t’s possible, activate automatic elimination of
messages and choose communication channels that can encrypt
information in network traffic (end-to-end).

Change old passwords, don’t use the same password for more
than one account and increase the authentication factors.

SAFE PASSWORD CRITERIA

— Long (one sentence iIs best)

— Don’t include personal data
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— Don’t use it too many times even

— Change i1t often

1T you slightly change i1t each time

— Double authentication factor

/j;:::::::=§“§=;_

It’s important to remember that
everything you upload on the
internet remains archived even
if the user deletes and hides it.
Doing a clean to reduce hacker
risks is advised but bear

in mind that information

doesn’t disappears.
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IDEAL

Use a password manager that
automatically generates
passwords, asks you to

change passwords and guards

encrypted passwords outside

of the browser

How safe 1s my password?
https://www.security.org/how-secure-is-my-password

How do I know 1f I’ve been attacked by a hacker
or 1T there’s bheen an information leak?

https://haveibeenpwned.com






